From:District Justice Wolfe 


09/17/2019 20:04 


#631 P.005/012 


2019-09-17 18;52 Central Booking 

OOMMUNWbAL J H Oh PENNSYLVANIA 
COUNTY OF:L£BANON 


Magisterial District Number: 52-2-01 
MOJ; Hon. Thomas M, Capeilo 
Address: 502 State Drive 
Lebanon, PA 17042 

Telephone: (717)279,8514 


7172284466 » p 4/12 

POLICE CRIMINAL COMPLAINT 
COMMONWEALTH OF PENNSYLVANIA 
__ vs, 

DEFENDANT: (NAME ond ADDRESS): 

MICHA EL JAY_ FOLMER 

Lost Nome 



First Noma 


Middle Name 


Bon 


LEBANON, PA 17046 


£>3 1-Felony Full 

□ 2-Felony Limited 

□ 3-Felony Surrounding Stales 

□ 4-Feiony No Extradition 


—, NCIC extradition Cods Tvoe 

□ 5-Felony Pending Extradition □ C-Misdemoanor Surrounding States 

D 6-Fefony Pending Exlradlilon Daierm. □ D-MIsdem saner No HwodJtion 
CJ A-Misdemeancr Full D E-Misdemeanor Ponding Extradition 

Q 8-Mlsdemcanor Llmlled Q F-MIsdemesner Pending Extradition 


> D Distance: 


Docket Numbor 


SENDER 
13 Male 
□ Female 


RACE 

ETHNICITY 


Date Filed 

smwmsL 


DEFENDANT IDENTIFICATION INFORMATION 


OTNIUvoScan Numbor 

XlSf 039-3 


dob 01/02/1956 I pob Lebanon County 


Complairtf/lncidoiH Number 

■Sfegaaa 


First Name 


AKA 

tg jWhlia 


□ Aslan 


Middle Name 


Aden DOB / / 


Block 
□ Unknown" 


Last Name 


Native Awortcan 


□ Hispanic U Non-H!»panlc 

Hair ® CRY (Gray) □ RED (Red/Aubn.) Q-SDY (Sandy) Q BLU (Blue) □ PLF (Purple) 

Color □ BLK (PkcK) □ ONG IOran 8 Q) OWHI(WWta) □ XXX (UflWBald) □ CRN (Green) 

Q bln (Siondo / Strawberry) 


Request Lob Services? 


_ 

Co-Defendani(a) Q 


Gen. 

LJ Unknown I 


□ BRQ (Brown) 
O PNK (Pink) 


£yO G BLK (B)ftCk) 

Color Dha 2 (Hazel) 


D BLU (Slue) 

D MAR (Maroon) 


S BRO (Brown) 
0 PNK (Pink] 


DMA 


Ffii Number 


□ YES 


□ 6Rhi (Green) 

Q MUL (Mutlicoloi'ed) 


a NO DNA Location 


□ gry (Gray) 

□ XXX (Unknown) 


Defendant FJngorprJntod 


Fingerprint Classification: 


Dyes O no 

1 


MNU Number 


WEIGHT (lbs.) 


22S 


Ft, HEIGHT to, 


8 


! Plate# 

State 

Haz 

mot 

Registration 
SdckorflttWYY) / 

mrynwiA i ivn 

Comm’i Voh. 
tod. □ 

School Vert. □ 

Oth. NCICVeh. Code 

Hog, 

aamoos 

Def, 

P 

VJN 

Year 

Make 

Model 

style 

Color 


Office of the attorney for the Commonwealth 


M Approved Q Disapproved because: 


(The attofney for the Commonwealth may require lhai the complaint, arrest warrant affidavit, erfcsiti be approved by IKS anornoy /ortho CommonYrealilTpifdr'to 
filing. See Po.ft.CrmP, 507), 


CHR ISTOPHER JONES 

“■(Nemo 01 ihoMomoy ro/tho commenweann) 


(Sijnamre or tho aterlcyio^^fnmariweaiih) 


09/17/2019 

(Date) 


I. GORDON GOODROW 


#719 


(Nome of the Affiant) 

o f Pennsylvania Office of Attorney General 

(identify Department or Agency Represented and Political Subdivision) 
do hereby state: (check appropriate box) 

1.0 1 accuse the above named defendant who jives at the address set forth above 
□ l accuse the defendant whose name is unknown to me but who is described as 


(PSP/WPOETC -Assigned Affiant ID Number & Badgo U 

PAQ22240Q 

(Police Agency OrT Number) ~~ 


□ I accuse the defendant whose name and popular designation or nickname are unknown to me and whom I have 
therefore designated as John Doe or Jane Doe 
with violating the penal laws of the Commonwealth of Pennsylvania at {301) 913 N, 8 th Street, Lebanon, PA 

tsTTEStjpc . ' 


sTOISloffetfdEr' (PISSffFMlffiST SuMfCWISTif 


in LEBANON County 


{38] 


on or about 12.28,2017 THROUGH 09.17.2019 


(County Coda) 


A0PC412A~Rev, 7/18 


Psgel of. 






From:District Justice Wolfe 


09/17/2019 20:05 


#631 P.006/012 


2019-09-17 1g;53 

7Docket Number: 


Defendant Name; 


Central Booking 


Date Filed; 

^mxu* 

TirstT 

MICHAEL 


P 5/12 


OTN/UveSean Number 
““ Middle: ~ 

JAY 


| Cemptainuincictent Number” 
I 56-2590 

last; . 

FOLMER 


SS&tES.'SSSS 

fessSs3SS£Sw33iisS=«;ass 


Inchoate O Attempt 
Offense ism A 


D Solicitation 
13 SOU A 


□ Conspiracy 
18303 


Number a? Victims Ago 60 or Older 


pfth7j7TriEl8 

PA Statute (Tltto) 


NCiccrt.'BB 
__Code 


UCIVNIBRS COda 


® I ^ 6312 I D 1 fifths 77ITIE"IT"! ! [f2 | -- 

— 27 =-si syy c ”‘ .** Na a w " 

—(£ applicable) Accident Number _ _ □ intewme j □ Safety Zone * □ Work Zeno 

Statute Description (include the name of statute or ordinance); sexual abuseopchiutken - possession ofchju> pornosraphv 

SSFfSiF^ 

jffiSS5£BS2I2!E2E^ ° r * »* •“**" ° f * •* prohibited «*. !f Art* of 


control and otherwise possess 
loses or sexual arousal or 
ilblted sexual acts, in violation of 


Inchoate 

Offense 


Q Conspiracy 
18903 


Number of Victims Age SO or Older 


ortho TITLE IB 

~ PASinhiitifim 


d [_2 _ 7512 ~A for the | TITLE 18 

—^292- Q^finiioc -. „ S6 C!isn_ .Subneeilon _ PAStctuic entlc) 

PonnDOT Data Accident - f " lVjl " — - ---- 

flf applicable) j Number . Q Interstate □ Safety Zona 

Statute Description (include the name of statute or ordinance): criminal use op a communication facility 


NCIC Offonto Codo UQR/N1BRS Cobs 

safety Zone □ Work Zone 


- •*«“**£“ - *«- «• J- & I" 


Inchoate □ Attempt 
Offense 10901A 


P Solicitation □ Conspiracy 
18 902 A 18903 


Number of Victims Ago 80 or Older 



E gg ffl a KgB fl fe 


Accident 

Of applicable) I Number I-* _ 

Statute Description (Include the name of statute or ordinance): 


Acts or the accused associated with this Offense: 


MCiCOrTftn^Codo UCR/NISRSCcdo 

D Interstate j Q Safety Zoro □ Work Zone 




















Frois:Distr ict Justice Wolfe 


09/17/2019 20:07 


#631 P.007/012 


2019 - 09-17 18:33 


Deckel Number; 


Defendant Name; 


Central Booking 


Date Filed; 
MICHAEL 


7172234466 » p 6/12 

. ruUUfc; U^ 

OTNfijwScah Number —- 

- _ 56-2590 

Twiddler ~- W -——-— 

1 MY FOLMER 


2 ' ™de! h8,a “ aTOnt of 1 arr«t orasummons be issued and thatihe defendant be required to answer the eharoes I have 

4, This complaint consists of the preceding page(s) numbered 1 through 


information and documents. - - w m mm-connaennai 

L h L a « C il^ mi ? 5ttet !, by the ac ° used| a ® listed and hereafter, were against the peace and dignity of the Commonwealth 
of Pennsylvania and were contrary to the Act(s) of the Assembly, or In violation of the statutes cited, 

Lfutn °n a rt f — n , i ; e »*»*•"•»»* Of euuue must bo completed, sworn to before She 


09,17,2019 

(Date) 


\ (Slgnatyn^fAffiamf 


AND NOW, on this date I certify {hat the complaint ^beep^rope ^y corr ^gfed and verified, 

An affidavit of probable cause must ba completed before a warrant can be issued! 


{Magisterial District Court Number) 




(Issuing Authority) 


4 A-. 9 

% 

^msssS^ 




From:District Justice Wolfe 


09/17/2019 20:08 


#631 P.008/012 


201 

19-09-17 18:54 

Central 

Book!ns 

7172284466 » P 7/12 

W POLICE CRIMIftlAS COMP! AIKIT 


ygcKOs iMUfnsen 

1 

Date Filed: \ 

-jsUnmsL 

. OTN/LlveSean Number 

Oomplatnt/lneident Mumbor — 

56-2590 


Oofendgns Name; 

First; 

MICHAEL 

Middle; 

1 JAY 


Last: 

FOLMER 


AFFIDAVIT of PROBABLE CAUSE 



The 9 sk wT h h : la5K ™ w v ™ 18 comprised of Federal, Stele, and Local Law Enforcemenl 



fncludeinveslfgatlng violations of state lav, such es tee online exploitation ofchildren. In particular violations of Title 

ttssacassassass”' ” * “** •* ! «sas 

URL; h0s8r44.tumblr.com 

Email; iavmicha8i143@vahoo.com 

Screen Name: ho$er44 

Profile URL; fioser44.tumbir.com 

IP Address; 75.75.133,18 (Other) 

Filename: 168880208§75_o1Jegaey4>hQto.prtg 

1 viewed the above listed file, and confirmed that the fife appeared to depict a child, under the age of eighteen (18) years old engaged in sexual 
acts and/or pose, and is believed to be child pornography In violation of Pennsylvania Crimes Code Section 6312 * Sexual Abuse of Children. 

Selow is a brief description of the sexually explicit file in question which was reported by Tumblr: 

1- Fite Name ; 168880208675^oLteflacyjshoto.png 

Thiscolor imago depicts a very young female child performing fellatio on an adult male. The adult male is lying 
on Ins back with his pants unzipped, his erect penis exposed. The child has long blonde hair with bangs across her forehead 
and she Is wearing a pink shut The child is tying between the adult’s legs and has the adult’s penis in her mouth. 

A check of publicly available records located online by an organization known as MAXMIND, determined that the suspect IP address 75 7513318 
was assigned to a company known as Comcast Cable. ^ ° 

? n “ ° a 5 A?°B 1 de ‘ con “ ln ^f f S ne{ ^ Agai^t Children (ICAC) Cops data base. The ICAC Cops database is an online portal 
to assist CAC taskforce members to the/r child exploitation investigations, On this date, t discovered lhai no other ICAC task force members were 
investigating the IP address, the Infohash, online Identity, or the Tumbir URL, 


? n 1 com Pi £lea ' sn administrative subpoena, #02304, to Yahoo for subscriber Information pertaining to email address 

fo^i r d e d to 4 V ^? ' ° P ' p0 rrg< ^ adm,n,sifa|!ye sub P oena ms r6ylm * b y DAG David Drumheller. On March 05, 2019. the subpoena was 


On March 18,2019, a response was received from Yahoo related to administrative subpoena #2304, email address iavmIchael143@vahof) 
Yahoo provided the following information: -— 


.com. 
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From:District Justice Wolfe 


09/17/2019 20:09 


#631 P.009/012 


2019 - 09-17 18*55 


Central Booking 


7172284466 » 


P 6/12 


Date Filed: 
_tf) /Mf ZQll 


OTN/LiveScan Numfcor 


POLICE CR IMINAL COMPLAINT 
Coraplalnt/lnddent Number — 

1 56-2590 



Login Warner. 
Alternate Comms: 
Registration IP; 
Account Created: 
Full Name: 
Country; 

Time Zone: 
Account Status: 


jaymichael143 
717,269,8189 (verified) 
166,170,24,86 

May 07,2014 at 18:27:08 GMT 
Michael Jay 
USA 
PT 

Active 



Name: 

Credit Address: 

CustomerSince:' 

Contact Phone: 

Contact Work: 

Contact Email: 

Account Number; 

Mobile Phone: 

Mobile Phone Active: 

/MSI: 

** ^ subscriber station pertaining to IP address 
administrative subpoena was reviewed by SDAG Christopher Jones, On J* ia2or9^ W S ubt^ P ^f^ r , ^^^^ 1:aiigaj£ ^ - The 

administrative subpoena #2632. IP addrass 75.7^33.18 on Dace mE ,cr28. 

''Based on the information provided pursuant to the Subpoena, we have no subscriber information,* 

K ^ investigatfngcases of this nature, Internet Service Providers (ISPs) such as Comcast do not retain ip address records 

geSttt 





| Lebanon, 


AOPC 4X2A - Rev. 7/XB 
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From:District Justice Wolfe 


09/17/2019 20:10 


#631 P,010/012 


2019-09“ 17 1.8:55 Central Booking 7172284466 » 


P 9/12 



uoeKei Numser; 

Date riled! OTN/UveSean Number 

CoropJamt/Inddont Number 

66-2590 

Defendant: Name: 

Pirsi: 

MICHAEL 

Middle: j Last; ' 1 .... 

JAY | FOIMHR 


On July 26, 2019, a response was received from Oath (Yahoo) related to administrative subpoena #2636, emaii address 
tefeeJ143@yahpo.com from 01,01,2019 to 07,19,2019. Oath (Yahoo) provided the following information: 


Login ID: 

Mail Name; 
Account Status; 
Registration IP: 
Account Created; 
Foil Name; 
Address; 

Country; 

Phone; 


jaymfchae!143 

iavmfch38i143@vahoo.com 

Active 

166,170.24.86 
05,07,2014 at 18:27:08 UTC 
mtchaeijay 

U$ 

717.269.8189 


Additionally, Oath provided an IP log from January 01,2019 through July 19,2019. There were 16 total results; 


Scorch for 

Dot? Range 

Time Zone 

Total Remits 

Yahoo ID 

JaymIelutelJ43 

Jaytnichacl343 

jay/nlehaeil^3 

Jaymlchae(143 

Jaymlchaell43 

)aymlchselj43 

Jaym!chaeil43 

joymlehacil4S 

JaymIchoeii43 

Jeymlchoell43 

joymIchacU43 

Jaymlehaell43 1 

)aymlchaclW3 

jaymlehacil43 

jaym!chacU43 

JaymlcbaeildS 


Jaymlchaell43 

201 9-01-0100:00:00 / 2019.0749 00:00:00 
(UTC) Universal Time Coordinated 

16 

IP Address 

26M:9$5;43SD:eiclSac2A:36a2UJ071:74b6 
107,77,203.1 27 

2G0l(98S:438O:dd$:54S3:9c7b:b037:173f 

2601‘9SS:4380:dclS:417r:c701itb5:9196 

26Ol:98S:43S0:dd5:7Olficlf£>:160c:bf8d 

2eoi:98S:43aO:ddS:cdll:rOe^:2iS;d623 

260l!98S:4380:dd5:4JJ73;lcli:4afo;b6t3 

26Dl;98S:4380;dd5:853£J;aS5tj!4J$6;i)97 

2S0i;98S:43S0;tf{l5iC437:e6b7:ew3:t:e27 

260ii985:4380:dd5:elf7:absc:ffd6:sea7 

2601;9S5;4S80:ddS:38a2:47$h:ol3;a3df 

26Ol:98S:43SOiddS:47nbf51:dee3:420 

107*77,20439 

107,77,204.82 

26O2;9B5;438Ojdd5:cSae:d221:33«:3084 

2601:985:4380!dd5!a9fe;bcl?4j277a:51f9 


Port login Time 

53131 July 15 201912:33:41 
449S9 July 01201911:49:11 
61251 June 17 201910:43:03 
54482 June 03 2019 03:13:48 
49374 May 20 2019 0Sill:02 
S114S May OG 2019 07:42:29 
63814 April 22 2019 07:22:11 
6290S April 08 2019 07:03:16 
63175 March 2$ 2019 02:17:48 
59608 March 112019 00:37:49 
56492 March 012019 01:18:06 
54140 February 14 2019 21:41:24 
36841 January 312019 13:43:50 
57688 January 17 201918;43;41 
65324 January 03 2019 15:45:25 
53413 January 012019 09:17:47 


A cbech of publicly available records located online by an organization known as MAXMlND, determined that the IP addresses 107.77,203,127, 
Port 44959,107.77.204.39, Port 36841,107.77,204.82, Port 57688 was assigned to a company know as AT&T, On August 05, 2019, an 
administrative subpoena was completed, #2608, for AT&T subscriber information pertaining to IP addresses; 


107.77.203,127, Pert 44959 on July 01,2019 at 11:49:11 UTC 
107.77.204.39, Port38841 on January31,2019at 19;43;50 UTC 
107.77.204.82, Port 5768$ on January 17,2019 at 18:43:41 UTC 

The IP addresses are associated with the reported user iavmichael143@vahoo.com. The administrative subpoena was reviewed by OAG David 
Drumheiler. On August 05,2019, the subpoena was forwarded to AT&T. 

A check of publicly available records located online by an organization known as MAXMlND, determined that the remaining IP addresses were 
assigned to a company known as Comcast. On August 05,2019, an administrative subpoena was completed #2689, for Comcast subscriber 
Information pertaining to iP addresses: 


AOPC 412A - Rev. 7/18 


Page _ of, 




FroiuiOjstrict Justice Wolfe 


09/17/2019 20:11 


#631 P.011/012 


2019-09-17 18;56 Central Booking 


7172284466 » 


P 10/12 





2601:98S;43B0:dd5:1&24:3642:a071;7Sb6 

2$01:98S:438O:dd5:5453;9c7b:bfla7;173f 

2601:985:4380;dd5M17ftc701:ebfc91S6 

2601:985i4380:dd5i701f:c1f9;ieOKbf8d 

2e01:98Si4380:dd5;ctH1 :f0e4:248;d623 

Z€01:985:438fi;dd5;4473Jlc11;43fa;b8e3 

2601:985:4380:dd5:fiS39;aS£d:41a$;a97 

2601;S85;4380JddSjc437ic6b7iec83;bc27 

2601;985;43B0:ddS:e1f7;ab8ciffd§;6e87 

26Q1;985:4380:ddS;38a2;47ab:a13;83df 

2601:9B5:4380;tW5:47f:bf51:d8e3;428 

2601:98S:4380:dd5;c5aB:d221:33ce;3084 

2691:965:43B0:dd5:a9f4;bcb4:277a;51 f$ 

The administrative subpoena was reviewed by DAG David Drumheller. On August 05,2019, the subpoena was forwarded to Comcast, 

On August 05,2019, a response was received from Comcast related to administrative subpoena #2689. Comcast provided the following 
information: 

Subscriber Name: 

Service Address: 

Telephone Number; 717,273.7170 

Type of Service; High Speed Internet Service 

Account Number: 8993112420181948 

Account Status: Active 

IP Assignment: Dynamically Assigned 

Email User IDs: michaelfolmer@comcasl.nel and Shei1a.folmer@comcast.nel 

On August 06,2019, a response was received from AT&T related to administrative subpoena #2688. AT&T provided the following 
information: 

"AT&T k unable to provide my Information In response to the Legal Demand because AT&T does not maintain 
records In the normal course of business that assoc/a/e individual accounts or devices vdih wireless dynamic IP 
addresses . 



n The IP addresses) listed in the Legal Demand is/are allocated to AT&T Mobility LLC, AT&T Global Network 
Services , and/or Service Provider Corporation in conjunction with AT&T Wireless. These blocks of IP addresses 
are used by AT&T Wireless for Internet access and web based applications for wireless devices {such as web 
enabled cell phones or air cards). 


On August 19,2019, $A Brittany Lauck and I conducted surveillance eiit ^^ll ilieikebanon. PA 17046, The residence was a two- 
story block constructed home, painted brown with a one car garage. TnffelcJencehad brown siding In (he second floor. A mailbox was 
siluated at the end of the driveway at the edge of the road and displayed thsnumbers ‘913*. 


Three cars were observed parker 
ihlsm 


iiMi 






I......_ 
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#631 P.012/012 


2019-09-17 18:56 Central Bookinj 


7172284466 » 
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IIHHHHHiHKHHHI 







NT;? 'TTY ‘V i'■ ' B'■ 


u , ™1 ' lVdii DOOTO mraugnine uoun or common Pleas or Lebanon County, On the same date on or 

about 1029 hours, the search warrant was executedipiif^ii^iebanon, PA 17046, Simultaneous to the execution of the search 
warrant SA Robert Deeter made contact with Michael Folmer at his office, located a! 400 S. 8* Street, Lebanon, PA 17046 Michael 
Folmer agreed to return to his residence and turned over his cell phone to SA Deeter. The ceil phone was identified as an Apple IPhone 
8 Plus, Model #MQ8W2LL/A, Serial #FOBY503PJCIQ. Michael Folmer drove himself back to his residence. PP 

SA Tree Huyhn of the Department of Homeland Security and your Affiant spoke with Michael Folmer, advising him of the purpose of the 
search warrant Prior to asking any questions related to Ih© investigation, Michael Folmerwas advised of his Miranda Rights, to which he 
stated he understood and was willing to speak with agents without the presence of an attorney. 

Your Affiant advised Michael Folmer about the nature of the invesligation. During the interview, Michael Folmer admitted that the Tgmblr 
n L a ?? Ciate ? CyberTip was indeed his along with the Identified email, Iavmich3ell43@vahoo.com. Michael Folmer stated 
(hat he had been dealing with some personal problems/issues and that he had received child pornography through his Tumblr blog, 

°* ^'17,2019, a sealed search warrant was obtained through the Court of Common Pleas of Lebanon County, The search warrant was 
obtained to search tne oefl phone of Michael Folmer that was recovered by SA Deeter, The cell phone was identified as an Apple iPhone 
6 Plus, Model #MQ8W2LL/A, Serial #FD8Y503PJCLQ. During a computer forensics search of the phone two (2) images of apparent child 
pornography were discovered. The two Images discovered depicted indecent conlact with a minor. 


I, GORDON GGODRGW, BEING DULY SWORN ACCORDING TO THE LAW, DEPOSE AND SAY THAT THE FACTS 
WFORMAT?ON ANDEJELIEF^ G AmDAVIT ARE TRU£ AND CORRECT TO THE BEST OF MY KNOWLEDGE, 


I CERTIFY THAT THIS FILING COMPLIES WITH THE PROVISIONS OF THE CASE RECORDS PUBLIC ACCESS 
POLICY OF THE UNIFIED JUDICIAL SYSTEM OF PENNSYLVANIA THAT REQUIRE FILING CONFIDENTIAL 
INFORMATION AND DOCUMENTS DIFFERENTLY THAT NON-CONF1DENTIAL INFORMATION AND DOCUMENTS, 














